
CHECKLI ST OF KEY CONSI DERATI ONS TO KEEP I N 
MI ND I N ORDER TO SELECT A NEW DI GI TAL DATA 

COLLECTI ON TOOL I N A RESPONSI BLE WAY

The health cr isis has prom pted m any organizat ions to ad ap t  t h e i r  d at a co l lect ion  p r act ices .  

These changes included u sin g  n ew  t oo ls ,  or being forced to scale u p  t oo ls t h at  t h ey  h ad  

on ly  p r ev iou sly  u sed  on  a sm al ler  sca le .  For instance, som e organizat ions began collect ing 

sensit ive data such as Sexual and Gender Based Violence (SGBV)  alerts using CATI  (Com puter 

Assisted Telephone I nterviewing)  software, when they had only previously done so through 

paper-based data collect ion. Others generalized the use of sm artphones to all their  data 

collect ion act ivit ies, which unt il then had been lim ited to m onitor ing infrast ructures. 

The int roduct ion of new tools or the scaling up of these tools necessarily raises d at a 

p r o t ect ion  issu es as soon  as t h e d at a co l lect ed  is p er son al  an d / o r  sen si t i v e .  However,

it  often turns out  that  local and internat ional aid organizat ions do not  have the resources ( t im e, 

hum an resources, etc.)  or even the skills to an aly ze t oo ls f r om  a d at a p r o t ect ion  

p er sp ect iv e .

The issue of data protect ion rem ains a com plex one and this checklist  only intends to m ake 

these queries a lit t le bit  m ore "accessible" . Un d er  n o  ci r cu m st an ces can  i t s u se r ep lace 

in  f u l l  n e i t h er  a  d et a i led  leg al  an aly sis n o r  a  DPI A  (Data Protect ion I m pact  
Assessm ent )  that  organizat ions have in m any cases the legal and ethical obligat ion to 

conduct  before int roducing a new data processing tool and/ or before init iat ing a new data 
collect ion process. 

This checklist  also does not  include the following wide- ranging and essent ial quest ions 
related to the use of these solut ions:  What  is the legal basis for data processing (e.g. 

inform ed consent )? How can the sensit iv ity level of the collected data be assessed 

beforehand? How to ensure a m inim al and proport ional collect ion of data according to the 
exist ing inform at ion needs? What  internal procedures for data collect ion (design or 

adaptat ion)  exist? How can team s be t rained about  responsible data m anagem ent  

pr inciples? How to configure and secure m obile term inals (encrypt ion, PI N code, etc.)? And 
so on and so forth. 

- For m ore inform at ion on these issues, please consult  the various exist ing and specialized 
resources in the sector such as I CRC?s ?Handbook on data protect ion in hum anitar ian 

act ion?, the Guidance Notes of the Cent re for Hum anitar ian Data, the feedback from  

OXFAM on Responsible Data, etc.

Finally, t h is ch eck l i st  f ocu ses on  g en er ic t oo ls in t en d ed ,  for exam ple, f o r  h ou seh o ld  

su r v ey s ;  it  does not  deal with the ext rem ely com plex issues of "contact  t racing" and other 
dedicated m edical applicat ions.

Th is ch eck l i st  t h er ef o r e a im s t o  p r ov id e som e elem en t s o f  p op u lar izat ion  an d  

aw ar en ess r a isin g  t o  h elp  in  t h e d ecision - m ak in g  p r ocess o f  ch oosin g  a n ew  d at a 

co l lect ion  t oo l  t h r ou g h  a d at a p r o t ect ion  len s.
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Legal guarantees m ust  -  generally speaking -  be com pat ible with the legislat ion of b o t h  

t h e o r g an izat ion s'  h ead q u ar t er s  (GDPR for an organizat ion based in Europe for 
exam ple)  an d  each  o f  t h e cou n t r ies in  w h ich  t h e d at a is co l lect ed  (Data Protect ion 

Act  for data collected in Kenya for exam ple) ;  keeping in m ind that  som e legislat ions m ay 

not  be com pat ible with others.

CHECKLI ST
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- Do the term s and condit ions specify "basic"  elem ents to ensure com pliance with the applicable 
legislat ion such as:  ( i)  the existence of a DPO contact  or a sim ilar posit ion, ( ii)  the guarantee 
of a m axim um  period to inform  the relevant  part ies in case of a data breach, etc.?

Does t h e t oo l  o f f er  an y  in i t ia l  g u ar an t ees/ com m i t m en t s on  i t s 
ap p r oach  an d  on  t h e m easu r es i t  im p lem en t s t o  en su r e t h e 
p r o t ect ion , con f id en t ia l i t y  an d  secu r in g  o f  t h e d at a i t  co l lect s 
an d  st o r es?
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Does t h e t oo l  o f f er  t h e r eq u i r ed  leg al  g u ar an t ees ( p ar t i cu lar ly  
in  t h e case o f  SaaS o r  t oo ls av a i lab le f o r  f r ee) ?2

- I s it  explicit ly m ent ioned that  the tool can be used for personal and/ or sensit ive data?

- Does it  com e with a clear and understandable pr ivacy policy (or general condit ions)  available 
[ and not  writ ten in an int r icate legal vocabulary] ? And/ or does one have access to a regular ly 
updated page sum m arizing the exist ing security m easures that  are being im plem ented?

- I s the ownership of the data collected and stored guaranteed in the cont ractual docum ents?
I n other words, is the potent ial service provider prohibited from  reusing the data for any other 
purposes ( targeted advert ising, behavioral analysis, etc.)  or are there any uncertaint ies 
regarding this part icular aspect?

- I s the tool known to have already suffered from  data breaches or to have had pract ices that  
are not  com pat ible with the sector? I s it  banned by other aid organizat ions?

To keep the checklist  as st raight forward as possible t h e g en er ic w or d  " t oo l "  w i l l  b e 

u sed  b elow  t o  r ef er  t o  a  d ig i t a l  d at a co l lect ion  so lu t ion .  However, this term  

covers very different  situat ions, ranging from  an open source I T solut ion that  can be 

installed on an organizat ion?sits own server (such as ODK Cent ral) , to a proprietary 

system  offered as a SaaS (Software as a Service)  by an independent  service provider 

(such as SurveyCTO offered by Dobility) , to solut ions m ade available free of charge by 

actors of the sector (such as KoBoToolbox by OCHA) . However, each of these 

situat ions covers different  I T and legal realit ies that  each requires a specific analysis 

that  will only be briefly m ent ioned below to keep the checklist  accessible to a wide 

range of aid staff.
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- Do the term s and condit ions specify "basic"  elem ents to ensure com pliance with the applicable 
legislat ion such as:  ( i)  the existence of a DPO contact  or a sim ilar posit ion, ( ii)  the guarantee 
of a m axim um  period to inform  the relevant  part ies in case of a data breach, etc.?

- Does the locat ion of the servers com ply with legal requirem ents? For exam ple, a server m ust  
be based in Europe or in a count ry considered as adequate under the term s of the GDPR.

- Do the cont ractual provisions com ply with the law? Very often, specific DPAs (Data Processing 
Agreem ents)  m ust  be signed for the organizat ion to be in com pliance.

- Or can the tool be hosted on the organizat ion's own servers?

- I s it  possible to set  up individual accounts [ rather than generic accounts that  require sharing a 
password between several users] ?

- Can an adm inist rator easily get  an overview of all users and their respect ive r ights?

- Can an adm inist rator easily m anage these users and their r ights (delete their  account  or 
disable their  access, etc.)?

- For ease of use, can the tool use the sam e user cont rol and authent icat ion system  as the one 
already used within the organizat ion (SSO Single sign-on with AD/ LDAP)?

- Does the tool allow the configurat ion of sufficient ly granular data accesses? Are there different  
r ights ( read, m odify, delete, etc.)  per user? Are these r ights configurable for each data 
collect ion or type of data collect ion (by type of data collect ion act ivit ies and/ or geographical 
areas and/ or team s and/ or fields)?

- Does the tool allow you to m anually categorize a collect ion act ivity as containing non-sensit ive 
personal data, sensit ive data, ident ifiable dem ographic inform at ion ( I DI ) , etc.?

- Does the tool include a funct ionality which can autom at ically ident ify data as being personal 
(e.g. through the existence of a nam e, address field, etc.)?

- Does the tool allow for different  accesses to different  types of fields for the sam e data 
collect ion (pseudonym ized data fields accessible to som e users and personal data fields 
accessible only to others)?
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Does t h e t oo l  a l low  t h e o r g an izat ion  t o  easi l y  h an d le u ser s w h o  
n eed  t o  con t r ib u t e t o , o r  sim p ly  access t h e d at a?3

Does t h e d esig n  o f  t h e t oo l  con t r ib u t e t o  t h e im p lem en t at ion  o f  
g ood  d at a p r act ices?5

- Does the tool allow an adapted collect ion of consent  according to the context  (e.g. audio 
recording, via a signature, autom at ic pr int ing of a receipt  and subsequent  contact  m odalit ies, 
etc.)?

Does t h e t oo l  a l low  t o  easi l y  id en t i f y  t h e d at a co l lect ion  
act iv i t ies p r esen t in g  r i sk s?4



- Does the tool allow for easy m anual delet ion of data both at  the collect ion act ivity level and at  
the individual record level (m ass delet ion possible)? Does the tool allow autom at ic delet ion of 
data stored locally on the term inals?

- Does the tool m ake it  easy to t rack data storage periods:  for exam ple, is it  possible to assign 
to each collect ion act ivity an expirat ion date with autom at ic rem inder for data delet ion? I s 
there an archiving funct ion (with lim ited access)  available?

- Does the tool allow easy pseudonym izat ion of data?

- Does the tool warn the user when perform ing "hazardous" operat ions such as export ing data 
or sharing data publicly?

- Does the tool m ake it  easy to address specific requests from  a data subject  about  his or her 
data (access, delet ion, lim itat ion of the processing, etc.)  by m aking it  easier to search through 
certain fields (nam e, address, etc.)?

- I s the encrypt ion of certain act ivit ies or data fields easy to set  up, so that  it  does not  
discourage the user? Are data exports also autom at ically encrypted?

- Can the tool autom at ically anonym ize certain fields such as blurr ing people?s faces in case of 
photo collect ion, de- ident ificat ion of GPS coordinates, etc.?

- Does the adm inist rator have access to a cent ralized event  log (or audit  t rail)  that  m akes it  
possible to ident ify the act ions of each user (viewing, downloading, m odificat ion, etc.)  and to 
ident ify problem s in the event  of a data breach? 

- Does the adm inist rator get  an alert  in the event  of suspicious user behavior (downloading 
large am ounts of data, unsuccessful access at tem pts, etc.)?

- I s the adm inist rator helped in his user m anagem ent  (autom at ic deact ivat ion for exam ple of 
inact ive users after a certain period of t im e, possibility of t ransferr ing r ights easily in case of 
staff being on vacat ion or HR turnover)?

- I s the adm inist rator helped in his m anagem ent  of collect ion act ivit ies ( ident ificat ion of 
act ivit ies that  need to be deleted because they have expired, list  of act ivit ies that  are publicly 
accessible, etc.)?
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- I s end- to-end encrypt ion possible both at  the server level (at  rest ) , during data t ransfer ( in 
t ransit )  or at  the term inal level (m obile or browser)?

- I s the type of encrypt ion used known and sat isfactory?

- I s the encrypt ion key held st r ict ly by the organizat ion and not  accessible by the service 
provider?

- Are the provider 's servers well cert ified ( I SO, NI ST, HDS, HI PAA, etc.)  with an adapted 
m onitor ing system ?

Does t h e d esig n  o f  t h e t oo l  f aci l i t a t e t h e w or k  o f  t h e t oo l  
ad m in ist r a t o r ?6

I s t h e t oo l  secu r e en ou g h  t o  h ost  p er son al  d at a?7



- I s an external evaluat ion of the security m easures deployed by the tool and/ or the service 
provider available ( tool security audit  report , open source tool whose code has been reviewed 
by a com m unity of developers, etc.)?

- Are updates of the tool carr ied out  on a regular basis?

- Are the authent icat ion m easures com pat ible with those of the organizat ion (st rong password, 
autom at ic logging off after a period of t im e, two- factor authent icat ion for certain users, 
possible access through a VPN)?

- Are the servers stor ing the data autom at ically replicated/ backed up at  an appropriate 
frequency? Does the service provider have a business cont inuity plan? I s the level of service 
(SLA -  Service Level Agreem ent )  such as server upt im e or t im e to patch a vulnerability 
adequate?
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- How  t o  Ch oose a Mob i le  Dat a Co l lect ion  Pla t f o r m

- Ben ch m ar k in g  o f  Mob i le  Dat a Co l lect ion  So lu t ion s

- W h at  e lect r on ic t oo ls ar e ap p r op r ia t e t o  m eet  t h e n eed s o f  ou t p at ien t  

p r og r am s o f  Méd ecin s San s Fr on t ièr es?

RESOURCES AVAI LABLE ONLI NE

Th an k  y ou  f o r  r ead in g !

- Dat a Secu r i t y  w i t h  Mob i le  Fo r m s

Det a i l in g  g en er ic d at a p r o t ect ion  p r in cip les f o r  m ob i le  d at a co l lect ion :1

Con t a in in g  som e elem en t s o f  com p ar ison  b et w een  d i f f er en t  t oo ls ab ou t  

d at a p r o t ect ion :
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